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Abstract—The increasing number of traffic on the Simple network management protocol (SNMP) is a
network, due to the growth of smart devices such as protqco_l that widely used for network monitoring. SNMP
gadgets and internet service at this time, causirigigh load ~ consisting of network management station (NMS) biM®
of traffic. The network management is needed to fid out ~ Manager and agent. Instead of traffic load in eitevark, other
the availability of the service, the network condibns, Network conditions such as up or down status ofmverk
uptime and downtime. Simple Network Management Monitoring device must be also monitored. Unlike tThCP
Protocol (SNMP) is a protocol that is designed to onitor ~ With the ACK' processes, the SNMP works on the UDP
and set up a network based on TCP / IP either remety or transport layer so that do not cause the traffierioad . Even
in a control center only. Through SNMP produce though SNMP uses UDP transport that not cause aaeithe
monitoring data in the form. of raw data in the form of nhetwork becal;se of the lack tlr]:e acknq}llvledgg‘e_ntl ()O,\c?at
text, then the required application intermediariesto make :hg %gﬁﬁz‘:'eg r:r;ct)vr\]/gcr)lzm'?'r:itssﬁs rt?:gaﬁge iﬁg | alrgmot?m c())rf1
\t/Ci?I Eéog)ezse S?;(r)]n'ﬁgggfaﬁugoﬁdﬁfg}'gﬁg'tr-]reh'rsn ortemsr?rfg information requests and responses between thegeaaad

- - e agent that impose the network.

of all interfaces that exist on agent monitoring sstem that o

is more optimal. The experiment is conducted to detmine ~ Due to the use of SNMP protocol generates montjita
the availability of devices and system using sevdra N the form raw data, it is necessary to use inteliaries
methods, ie; on applications, network traffic andagent ~ @Pplications to quick reporting to the administratshen
mapping, traffic in traffic out, polling system, urgent glownnme OCCU;?'.SOt m‘tf?iﬂer to make pr(;ctess rgmmlgo
notification in the form text message and local alen when ecome more ethicient wi € appearance ot ey ].' n
detect the agent status up and down. The result dhis this research will design, manufacture and testiegechnique
udy | 9 itori tp that ’ i for all interfaces that exist on the agent to makenitoring
study 1s a monitoring System that can provide a regnse system more optimal. In this research NMS creatét the
notification to admin when there is agent down inhe form

) : interface form a website with support a databastwark
text message with an average time of 22 to 30 seden mapping and early warning systems (urgent notificitsuch
when the monitoring system detects the agent dowmd 55 text message. The monitoring system done with th

also traffic usage mapping, memory usage and avabldity. ~ monitoring the campus ITS devices such as routers a
. switches. The experiment is conducted to deterntime
Keywords; SNMP, MIB, Manager, Agent, Availability, ayailability of devices and system using severathogs, ie;
Sms Gateway on applications, network mapping, traffic TCP, palsystem
| INTRODUCTION and text messages notification. The_resu_lts ofrdgearch i_s an
' application that can explore the devices in thevagk, monitor
In today's digital era with the development of was types the TCP traffic activities and the availability ehch device
of gadgets causes the growth of traffic and the bmmof that can send warning text massage to the adnitustwhen
internet service on the network. To provide the imaxn  devices are down.
monitoring system that can determine service abviitlg
network conditions, uptime and downtime. Monitoring Il PREVIOUS WORK
network is one of the functions of the managemgstes is In previous studies, the integration of SNMP withe t
useful to analyze whether the network is still wight feasible database [1], an ear|y Warning system [2]’ netmﬂpping
to use or need additional capacity. The monitoresplts can  [3], a PHP-based applications [4], and the fouryistem
also helpful if the admin wants to redesign thes&x§  monitoring process are still running separately.e Thext
network. Lot of things in the network that can benitored,  jmprovements performed on [5] with the incorporataystems
one of which network traffic load via a router, ki interface. that existed before, thus the function of monitgrinocess are
more complete. In [5] simulated the process of raing
conducted at the interfaces on each agent on th@rieso the
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availability of services are monitored only onestirig agent monitoring system such as TCP traffic, Up and Dalewice
interface. status, the memory usage, and reduction systemsegso

Whereas in [6] [7] [8] conduct research studiestiod package to bandwidth optimization. The methodolofyur

reduction of amount of packets monitoring a mesdmgeeen e€search flowchartis presents in Figure 1.
manager and agent in order to reduced load traffien the

monitoring process. The reduced amount of packetstoring A |mplementation System

SNMP message was tested by group polling, wherauh#er
of agents are divided into groups and conductedlhg IP
multicast to each group [6]. Due to the use of dtioast
system package delivery, the packet monitoring foug
polling method send smaller packets between managdr
agent. The weaknesses happened when the incraasiniger

/
of agents causes delay and the amount of pollifg algo ®
increase. R @._@
=

We have designed an SNMP monitoring system as shown
on Figure 2 below. It consists of interface, welrveg
database, PHP, SNMP and mobile devices. The marnsager
connected to user and network.

Manager

/ «
{

At [7], traffic load reduction on monitoring proces Usar Interface  Web Server
conducted by modify the structure of SNMP messagkthe I M‘—’

SNMP PDU. SNMP PDU contains variable bindings dtarg, PHP  sNMP
end time, time intervals and sending time. The abje is to (r‘,;]._EB-4
calculate the duration of the interval agent totgetrequested \___ H?  Database J

information and also reduce the size of PDU SNMPF21o
bytes, thus reducing the load traffic with the dastesponse
time. But it did not test the packet message redlidietween B, Interface, Polling and Database Module
manager and agent, thus the possibility of weighedhetwork
process may be still happening. In [8], trafficdaaduction on
monitoring process conducted by the utilizationisigace on
NMS database is created to store frequently regdest
information by manager. Whereas the disadvantadetheo
standardization database and the efficiency databealtime
testing are not performed.

Fig. 2. General overview system

The implementation of interfaces and polling modate
conducted using open NMS Cacti version 0.8.8b bigioe
1.8.3 XAMP database consisting of PHP 5.5.11 ApdthAe
and phpMyAdmin 1.4.12. The objective of implemeiotas
web interface is to display the process of monigniesults,
whether already or is being done.

C. Agent Mapping Module

The implementations of these modules are aimsrd fi
agents that are connected between the managetiomela

Design of network monitoring

Implementation interface between agent and the traffic conditions in thenfgraphs in
monitoring system realtime. When the polling process occurs, baseshtathat
T already exist on the list, the traffic conditions the interface
Implementation database will be saving in the database. So the network itimmd
to store snmp parameter between agent can be drawn on the network mapwhat
1 made before.
Implementation to request and D. Urgent Notification Module
processing snmp parameter . . . ip . .
The aims of implementation Urgent Notification mtelis

to provide emergency notification text messagégadmin in

| Implementation agentmappingl case of downtime and uptime. This system works
simultaneously with polling system. When the resolt agent

states in down or up conditions, the text messeltjde sent

Implementation urgent

notification to admin with the format time, agent notice, andrdagstates.
T SMS gateway module implementation are conductedgusi
System testing Prolink GSM modem connected via computer USB port
monitoring server and the sms gateway software used

Fig. 1. Research step flowchart Gammu

E. Monitored Agent Mapping

The monitoring system is conducted in campus ITS
This research implemented an integrating of momitpr networks. Figure 3 shows the architecture of mainitp
system that consists of network mapping, databassh devices system that monitored :
interface and early warning system such as alamdssans.
On the design stage, we determined the parameite3hlidP
MIB agent on all interfaces to be retrieved andcpsesed

l. MONITORING SYSTEM DESIGN
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Router Pusat ITS Elektro Switch
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Fig. 3. ITS system architecture

Il.  TEST ANDRESULTSANALYSIS

The implementation of monitoring system is condddiz
examine the success level of web interface andtifume
interface to operate the monitoring system. Firsthe user
must enter the username and password as an adften.tiie
login process is successful, the application carexecuted.
The first process we must add devices that momitaith the
ip device SNMP feature is activated so polling psscan be
excute every five minutes. The process taken vaflug CP
traffic agents is illustrated in figure 4 and 5ates and
availability device are shown in figure 6. At thellmg process
is running, the manager will requesting all of theormation
that will be monitored by the existing oid the M8 each
agent and will store the information to databaseagar that
will be displayed in the admin web monitoring anetwork
mapping system. Of all the agents that monitoredrfiaces,
bandwidth optimization process can be applied ® which
agent that use tcp and udp traffic with high bauwmithyiso with
this information the administrators can determinemare
appropriate allocation of bandwidth for each nekwor

In the form of the application monitoring systeime tmain
part of web interface consists of:

1. Console : The menu console are used to
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Fig. 4. TCP Inbound agent traffic
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Fig. 5. TCP Outbound agent traffic
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Elektro Switch 10,12 Z ningemp 83.66
JTE-A 10,122 |p £9.53
Router Pusat ITS 10,11, Up 90.7
Switch (Fisika-Elektro) 10.20.1%Mgj Lp 590.59
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Fig. 6. Name, IP, state and availability

On the monitoring system using two types of poile a

» Setting the implementation of monitoring system inCMD and Spine, where the purpose of the testingesyof

monitored devices.
» Management generated graphs.
» Monitored data sources.
* Data collection methods.
» Monitored graphs template.
* Type of the polling is used.
» Export graphics.
* Device status.
* IP and avalability.

Graph
results of all features such as filter time zoorang export
traffic to excel data.
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: The menu are consists the monitoring graphs

this poll is to determine how long the completidrthe single
monitoring server polling with polling period everfve
minutes. Number of polling examined, ie five tinthe poll
with comparison of the agent versus time. Figuteelow is a
polling system test results are used.

Time (s)

Fig. 7. CMD and Spine system polling result
Picture Description :

Symbole : Polling Spine

Symbolm : Polling CMD



Based on polling data that has been plotted with fimes
the poll testing, it appears that polling by usihg spine poller
faster than the poller CMD. This is because thaespbpller has
the ability requesting greater amount of OID oneguest
packet. Whereas poller CMD can only requesting ©fi2 in
one package request. Appears that with differemtierpused
in monitoring systems greatly affect the time regdiby the
monitoring system to obtain data. Where the diffese
between the poller CMD with Spine the more devithest
monitored the longer poller CMD to obtain data. \Whéhe
difference between the poller obtained from theetififference
between the use of polling CMD and Spine, the lopgding
process is completed or the greater the differeince it will
affect the length of text message notification rest This is
because the process of sending text message atitificstarts
after the polling process completed.

e e et e

time (s)

Fig. 8. CMD and Spine system polling average
The mapping system that monitored agent descripetico
connection of the agents, where each link of thentg
constitute the agent interface usage bandwidthegiltime.
With this system would make easier administratorsptimize
the bandwidth used. Figure 9 below is a topologtaioked
from the mapping monitored devices.
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Fig. 9. Agent mapping system

The early warning system indicate icon conditioneath
agent, which is marked with a green icon for upustared icon
for down status and blue icon for recovering staflike
monitoring system will provide alarm alerts whentedting
agent down. Figure 10 below show the agents mosi&tus of
the monitoring system.
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Fig. 10. Status monitored agent

When monitoring server detecting agent down ortafus
while polling process occur, the server will seagttmessage
to admin. Figure 11 below show text mesage to adatian
detecting agent down or up status.

-76 XL 3G 02.13 @ 77% )

{ Messages  SNMP Details

Text Message

Hari ini 01.3C

On Wednesday, 28-
Jan-2015, 01:30 => Host
Error: Lamptop compaq
(Mas_Dhany-PC) is
DOWN

On Wednesday, 28-
Jan-2015, 01:55 => Host
Notice: Lamptop
compag (Mas_Dhany-
PC) returned from
DOWN state

Send

Fig. 11. Text message to admin

In the aspect SNMP protocol security, this resears@
SNMP version one and version two, where is thiusgc
version using name that is set in the agent commuror the
future research, in terms to improve the securignitoring
system could use SNMP version three where is gdsirity
version using the agent community, username andwuad
with sha or md5 encryption so that the monitorimgcess
becomes more secure. Also SMS testing with diffecetiular
operators in terms to determine sms delay of epehator.

Ill.  CONCLUSION

From the application server monitoring system thas
been implemented and tested, the conclusions cainapen as
follows:

1. The utilization of SNMP protocol for monitoring $gm
can provides optimal results and can be used toitamon
network device that support SNMP.



(1

(2

. The text data raw generated by SNMP monitoring ntade
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Protocol SNMP works by request the value of paramet [3]
based on the OID which can perform its functions.

(4]
web interfaces more easily to the analysis theltesu

The agent with condition down if : monitored deviice
damaged or down, the connection problems or nop]
connected, the interface or agent unreachable ubeci
does not suport snmp.

Monitoring server applications can perform realtime[6]
monitoring, provide information of the problemsttihacur
and send sms to admin if the agent status chardmao or

up so the administrator can quickly handle the jerois. 0

Availability have heavily influenced on the uptinand
downtime of devices. The longer uptime of a dewvaase
the availability value more greater.

Monitoring system that can provide a response ioatibn
to admin when there is agent down in the form tex{l
message with an average time of 22 to 30 seconda tiie

monitoring system detects the agent down. (10]
The use of spine polling system can acceleratgitheess [11]
of getting data due spine poller has the abilityuesting
greater amount of OID on a request packet. WheZdéis [12]
poller can only be requesting an OID on a requasket.
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